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1
Decision/action requested

It is requested to approve this solution to KI#2
2
References

This contribution provides a solution to KI#2. The solution proposes to reuse the onboarding mechanism to provision credentials and afterwards utilize these credentials to authenticate to the network and hereby establish the connection to the PALS.
3
Rationale

4
Detailed proposal

************ START OF CHANGES ************
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************ NEXT OF CHANGES ************
6
Proposed solutions

6.0
Mapping of solutions to key issues

Table 6.0-1: Mapping of solutions to key issues

	Solutions
	KI#1: Security of non-3GPP access for SNPN
	KI#2: Authentication for UE access to hosting network

	Solution #1: Authentication mechanism for untrusted non-3GPP Access in SNPN scenarios
	X
	

	Solution #2: Authentication mechanism for trusted non-3GPP Access in SNPN scenarios
	X
	

	Solution #3: Use of anonymous SUCI in trusted non-3GPP access for SNPN
	X
	

	Solution #4: Authentication for devices that do not support 5GC NAS over WLAN access in SNPN scenarios
	X
	

	Solution #A: Localised service authentication through onboarding procedure and registration afterwards
	
	X


************ NEXT OF CHANGES ************
6.A
Solution #A: Localised service authentication through onboarding procedure and registration afterwards.
6.A.1
Introduction 

This is a solution to KI#2. 
The solution proposes to use the onboarding procedures defined in TS 33.501 [4] clause I.9 and TS 23.501 [Y] clause 5.30.2.10 to provision the credentials, which afterwards are used to authenticate to the hosting network and hereby get access to the localised service.

The solutions assumes that the service provider and user have a service agreement and as part of that agreement the UE also have the default credentials provisioned. The license agreement and provisioning of default credentials is out of scope.

The onboarding of the UE is done towards the hosting network, which might host the DCS or the DCS can be located at the service provider. The hosting network enables the UE to get onboarded through the onboarding service provided, implying credentials to the hosting network/service is installed.
To access the localised service, the UE registers to the hosting network using the installed credentials.
6.A.2
Solution details

Procedures in this solution is based the procedures defined in TS 33.501 [4] clause I and TS 23.501 [Y] clause 5.30.2.10 concerning UE onboarding. 
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1. The service provider and user contractual agrees to enable the service. This implies that the service provider, provides the UE with the default UE credentials. The provisioning of default UE credentials is out of scope.
2. The UE initiates an onboarding procedure towards the hosting network which in this case act like an onboarding network. The DCS may be hosted in the hosting network or by the service provider. The onboarding procedures follow the already standardised solution in TS 23 23.501 [Y] clause 5.30.2.10 and TS 33.501 [4] clause I.9 
NOTE: Provisioning of credentials is out of scope.

3. The UE registers to the hosting network and authenticates using credentials provisioned in step 2. After registration the UE has access to the localised service.
6.A.3
System impact

No system impacts.
6.A.4
Evaluation
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